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	#
	Type
	Question
	Response

	1
	Project specific
	Please clarify the information-assurance and personnel requirements applicable to the project, including security clearance, vetting, controlled-circulation outputs, restrictions on recording/interview notes, secure storage or collaboration platforms, endpoint controls, personnel nationality/residency, organisational certifications, and any geographic restrictions on data storage or access.
	Given the potentially sensitive nature of the information involved, bidders should demonstrate appropriate experience and controls for handling security-sensitive information, including information up to TLP – Amber+ where applicable. This may include compliance with any NDA, access-control, secure storage, information-sharing and circulation requirements imposed by the Carbon Trust, OWA Partners or third-party organisations providing input data. At this stage, no specific mandatory security clearance, personnel nationality/residency requirement, organisational certification or prescribed collaboration platform is specified in the ITT. 
However, it is to note, that additional requirements will depend on the nature of the information shared by relevant stakeholders and will be confirmed with the appointed Contractor as needed.  An example could be that certain data might only be discussed, shared and stored with NATO countries and to personnel nationals of a NATO country. 

	2
	Project specific
	Can you provide an indication of how many OWA Partner Emergency Response Plans will be made available, their permitted use, and whether anonymised cross-company findings may be included in deliverables?
	Emergency Response Plans may be made available by OWA Partners at their own discretion, and the Carbon Trust cannot confirm at this stage how many plans will be shared. Any information provided will be subject to the applicable confidentiality, NDA and information-handling requirements. Bidders should therefore not assume guaranteed access to a specific number of plans and should set out any assumptions in their Tender. The outputs may draw on insights from partner information where appropriate, but any cross-company findings should be anonymised, aggregated and presented in a way that does not disclose confidential or partner-specific information unless expressly agreed. Bidders are also encouraged to draw on their own expertise, their own contacts, publicly available information and relevant stakeholder engagement to supplement any OWA Partner input.


	3
	Project specific
	Although the focus is on offshore wind, is there an expectation that other offshore industries (O&G, shipping, telecoms) should also be reviewed for examples, information etc ?
	Bidders may draw on relevant examples, information and lessons learned from other offshore industries, such as oil and gas, shipping, telecoms or other maritime infrastructure, where these provide useful insight for offshore wind farm security. However, the focus of the project should remain on offshore wind. Bidders should clearly explain the relevance, benefits and limitations of any cross-sector examples included in their proposed approach.

	4
	Project specific
	How much facilitation can be expected from the Carbon Trust and/or OWA Partners to secure access or introductions to relevant government, defence, regulatory and industry stakeholders, including TSOs, MoD, NATO, government ministries, WindEurope and other sector bodies?
	The OWA may facilitate selected introductions where appropriate, particularly where existing OWA or industry relationships are relevant. However, bidders should not assume that all stakeholder access will be arranged by the OWA. Bidders are expected to set out how they would engage relevant stakeholders and draw on their own networks, experience and proposed approach, with any Carbon Trust or OWA Partner support supplementing this where practical.

	5
	Project specific
	Please clarify the geographic scope of the review, including whether this should cover all EU Member States, selected offshore wind markets such as the Baltic and Northern Europe, or only the UK and EU jurisdictions explicitly referenced in the ITT.
	The project scope is focused on offshore wind farm security and resilience across Europe and the UK, with particular attention to wind farms located in the North Sea and Baltic Sea. Other European offshore wind markets may be considered where relevant and useful to the analysis, but they are not expected to be the primary focus of the study.

	6
	Project specific
	Will all the deliverables be made publicly available or will there be separate version for "internal" and "public" circulation?
	The project deliverables are expected to be for internal circulation within the OWA in the first instance. There is currently no expectation that all deliverables will be made publicly available. Any wider sharing with other industry organisations, or the potential publication of a public-facing summary, would be considered later in the project and would be subject to OWA approval and any applicable confidentiality restrictions.

	7
	Project specific
	What level of maturity assessment is expected for surveillance technologies (TRL)?
	The surveillance technology review should primarily consider technologies that are market-ready or near commercialisation, as the project is intended to support practical implementation and cost assessment. Emerging technologies may also be referenced where they are relevant to identified capability gaps or future security needs, but the main emphasis should remain on solutions that could realistically be deployed or adapted for offshore wind farm security.

	8
	Project specific
	To what extent should WP1 assess vulnerabilities across development, construction and operational phases, including dependence on GNSS/GPS for offshore survey, positioning, installation and operational activities, and exposure to interference, spoofing or jamming?
	As stated in WP1, the focus is mainly on operational projects. Work informing of threats to other project phases (survey phase, construction phase etc) will be welcomed, but is not the focus of this project. 

	9
	Project specific
	Is the expectation to assess consequences only in terms of security and safety, or also commercial impacts such as project delays, vessel downtime, re-surveys, aborted operations, and increased HSE risks
	The main focus of the project is offshore wind farm security, resilience and safe operation. Impacts on a wind farm’s ability to operate, such as aborted O&M activities, vessel downtime or disruption caused by security threats, may be considered where relevant to the assessment.
Potential wider commercial impacts, such as delays, re-surveys or additional HSE risks, may be included where they are proportionate and clearly linked to offshore wind security risks, but the project should remain focused on operational offshore wind assets.

	10
	Project specific
	Is there an expectation to capture lessons learned from offshore projects that have experienced GPS spoofing, jamming or navigation interference events, even where such incidents did not result in a formal security breach?
	The contractor is expected to undertake a thorough review of relevant incidents and lessons learned where these can inform offshore wind farm security and resilience, including GPS spoofing, jamming or navigation interference events, even where they did not result in a formal security breach. There might be a potential that certain learnings or information regarding incidents, could be shared by OWA Partners, WindEurope, OWIC or other organisations that may have collected information. This would be shared based on a confidentiality agreement and any applicable information-sharing restrictions.

	11
	Project specific
	Please confirm whether the Scope of Work is expected to include physical visits to operational offshore wind farms, onshore substations, control centres, ports or other associated infrastructure, or whether the assessment is primarily intended to be undertaken through document review, stakeholder engagement and existing OWA Partner information.
	The initial expectation is that the work will primarily be undertaken through document review, online stakeholder engagement and information provided by relevant organisations. Site visits to operational wind farms, ports, onshore substations, control centres or other infrastructure are not expected under the ITT, but bidders may propose them where they consider they would add value. Any such visits would need to be justified in the proposed approach and reflected in the bid assumptions and expenses.

	12
	
General
	Please confirm whether the stated expected Total Budget of £90,000–£130,000 is inclusive of all estimated travel, accommodation and subsistence expenses, or whether reasonable approved expenses are reimbursed at cost in addition to the contracted professional-fee budget. 
	The submitted Bid Price must include all expenses, including any anticipated travel, accommodation and subsistence costs. Expenses should be separately identified in the bid and will be paid as incurred up to the amount specified; any unused expenses balance will not be paid. Bidders should include reasonable assumptions for any potential travel requirements.

	13
	General
	The ITT anticipates that bidders may assemble a consortium, with the Project Coordinator acting as prime contractor and subcontracting consortium members. Please confirm whether each individual specialist subcontractor is required to maintain £5m Professional Indemnity, £5m Public Liability and £5m Employers' Liability cover in their own name, or whether specialist subcontractors may operate under appropriate insurance arrangements maintained by the prime contractor, with the prime contractor retaining full contractual responsibility.
	Where a consortium is proposed, the OWA will contract with the Project Coordinator, who would subcontract any other consortium members. The Project Coordinator would remain contractually responsible for delivery of the project, including the work of any subcontractors. Insurance requirements should be considered in line with the OWA Stage IV Contractors’ Conditions and any requirements applicable to the contracting entity.

	14
	General
	Please confirm that pre-existing contractor methodologies, assessment frameworks, threat-modelling approaches, templates, tools and associated know-how identified within the Tender as Background Knowledge and IPR will remain the property of the Contractor, notwithstanding their use, adaptation or incorporation within Project Deliverables.
	The OWA Stage IV Contractors’ Conditions distinguish between Background Knowledge/IP and Arising Knowledge/IP. Pre-existing contractor methodologies, assessment frameworks, templates, tools and associated know-how identified as Background Knowledge/IP would remain the property of the Contractor. Arising Knowledge/IP generated as a direct result of the project would be treated in accordance with the OWA Stage IV Contractors’ Conditions.

	15
	Project specific
	Please confirm what existing threat assessments, incident data, security risk assessments and relevant government/industry threat reporting will be made available to the Contractor, and whether OWA Partners will provide relevant anonymised or sanitised incident information to support WP1.
	Relevant input data, threat assessments, incident information or security risk assessments may be made available where OWA Partners or other relevant organisations are able and willing to share them, subject to confidentiality, NDA and information-handling requirements. Bidders should not assume access to specific datasets or a guaranteed volume of incident information and should clearly state any assumptions in their Tender. The appointed contractor will also be expected to liaise with relevant contacts and draw on public sources, their own expertise and stakeholder engagement to supplement any information provided through the OWA.

	16
	Project specific
	Has Carbon Trust already secured engagement commitments from relevant representatives, regulators and stakeholders, or is this expected to be led entirely by the contractor?
	The OWA is in communication with relevant industry groups working on offshore wind defence and security, such as the Wind Europe Defence Task Force and OWIC Security@Sea. Where appropriate, the OWA may facilitate introductions to the appointed contractor. However, bidders should not assume that engagement commitments have already been secured from all relevant representatives, regulators or stakeholders. The appointed contractor will be expected to lead stakeholder engagement, use any initial introductions to identify appropriate contacts, and draw on their own network and experience to support the project needs.

	17
	Project specific
	Is Carbon Trust expecting the surveillance review to remain high-level and strategic, or include technical assessment of specific vendor solutions?
	The surveillance technology review should provide a strategic overview of relevant technologies and market solutions, while also assessing specific technology options where this is useful to understand identified industry capability gaps. 
























carbontrust.com
+44 (0) 20 7170 7000
Whilst reasonable steps have been taken to ensure that the information contained within this publication is correct, the authors, the Carbon Trust, its agents, contractors and sub-contractors give no warranty and make no representation as to its accuracy and accept no liability for any errors or omissions. Any trademarks, service marks or logos used in this publication, and copyright in it, are the property of the Carbon Trust. Nothing in this publication shall be construed as granting any licence or right to use or reproduce any of the trademarks, service marks, logos, copyright or any proprietary information in any way without the Carbon Trust’s prior written permission. The Carbon Trust enforces infringements of its intellectual property rights to the full extent permitted by law. 
The Carbon Trust is a company limited by guarantee and registered in England and Wales under Company number 4190230 with its Registered Office at: Level 5, Arbor, 255 Blackfriars road, London SE1 9AX.
© The Carbon Trust 2023. All rights reserved.
Published in the UK: 2023

image1.png




image2.png




